3apeructpuposano B Muntocte Poccun 14 mast 2013 r. N 28375

OEJIEPAJIBHASA CJIYXKBA IO TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO

MMPUKA3
ot 18 ¢eBpans 2013 r. N 21

OB YTBEP)KIEHHUHN COCTABA U COJAEPKAHUSA
OPITAHM3ALIMOHHBIX 1 TEXHUYECKUX MEP I1O OBECIIEYEHHWIO
BE3OITACHOCTHU NEPCOHAJIBHBIX JAHHBIX ITPU NX OBPABOTKE

B UTHO®OPMANMOHHBIX CHCTEMAX NEPCOHAJIBHBIX TAHHBIX

CHHCcOK U3MEHSIOMINX JOKYMEHTOB
(8 pen. Ilpukaza ®CTOK Poccuu ot 23.03.2017 N 49)

B cootBerctBUM ¢ yacTeio 4 ctatbu 19 denepanbHoro 3akoHa oT 27 utonsg 2006 r. N 152-@3 "O nepcoHalbHBIX
nansbix" (CoOpanue 3akoHOAaTenbcTBa Poccmiickoit denepanmu, 2006, N 31, cr. 3451; 2009, N 48, ct. 5716; N 52, ct. 6439;
2010, N 27, cr. 3407; N 31, ct. 4173, c1. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, ct. 4701) u IlonoxeHuem o
OdenepanbHON CIy)X0e MO TEXHHYECKOMY M SKCIIOPTHOMY KOHTPOJIO, YTBEp)KOCHHBIM YKazoMm IIpesmmentra Poccuiickoii
Oeneparu ot 16 aBrycra 2004 r. N 1085 (Cobpanne 3akoHOmatenbctBa Poccmiickoit @enepamun, 2004, N 34, cr. 3541,
2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, cT. 5431; 2012, N 7, cT. 818), mpuka3pIBaio:

1. YtBepaute mnpumaraemple CocTaB W COJACpKaHHE OPTaHW3aIMOHHBIX W TEXHHYSCKUX MeEp MO OOeCICUCHHIO
0€30MMacHOCTHY TIEPCOHABHBIX TAHHBIX MPH UX 00pab0TKe B MHPOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX TaHHBIX.

2. [puznate yrparusmuM cuity npuka3 @CTOK Poccun ot 5 despans 2010 r. N 58 "O6 yreepxkaenun [lonoxenus o
METOJaxX M Crmoco0ax 3amuThl UH(pOpMaluu B HHGOPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX AaHHBIX" (3aperHCTpUpPOBaAH
Munroctom Poccun 19 despains 2010 r., peructparmionssiit N 16456).

Hupexrop

DenepanbHON CIIyKOBI IO TEXHHIECKOMY
U 3KCIIOPTHOMY KOHTPOITIO

B.CEJIMH

VYTBepKIEHBI
npukazoM @CTIK Poccun
ot 18 ¢espans 2013 . N 21

COCTAB U COJEP KAHUE
OPIAHU3AIMOHHBIX U TEXHUYECKHUX MEP IO OBECIIEYEHHIO
BE3ONNACHOCTHU HEPCOHAJIBHBIX JAHHBIX ITPU UX OBPABOTKE

B THO®OPMAIIMOHHBIX CUCTEMAX NIEPCOHAJIBHBIX JTAHHBIX

Crmcok N3MEHAOMUX JOKYMCHTOB
(B pen. Ipukaza ®CTIK Poccun ot 23.03.2017 N 49)

1. O61me monoxeHus

1. Hacrosimuit tokymeHT pa3paboTaH B COOTBETCTBHUH ¢ yacThio 4 ctaten 19 denepanbHoro 3akoHa ot 27 ntoist 2006 T.
N 152-®3 "O nepconanpubix qanHbIX" (Cobpanne 3akoHoxatenbeTBa Poceuiickoit @enepanun, 2006, N 31, cr. 3451; 2009, N
48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, ct. 4173, cr. 4196; N 49, c1. 6409; 2011, N 23, ct. 3263; N 31, cr.
4701) u ycTaHaBIMBAaET COCTaB M COJEp)KAaHME OPraHU3AIMOHHBIX M TEXHHYECKMX Mep 10 oOecredyeHHIo 0e301acHOCTH
MIEPCOHAJIBHBIX JIAaHHBIX TPH HX 00paboTKe B MH(OPMAIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX MAHHBIX (Jlajiee - Mephl I0
obecrieueHHI0 0E30IaCHOCTH MEPCOHAIBHBIX JAHHBIX) Ul KaXJOro M3 YPOBHEH 3aIIMIIEHHOCTH MEPCOHANIBHBIX IaHHBIX,
YCTaHOBICHHBIX B TpeOOBaHMSAX K 3alUTe NEPCOHATBHBIX JAHHBIX NPH HX 00paboTKe B MH(MOPMAIMOHHBIX CHCTEMax
MIEPCOHAIBHBIX JaHHBIX, YTBEPKACHHBIX mocTaHoBieHHeM [IpaBurenscTBa Poccuiickoit @eneparun ot | HOsSOps 2012 1. N
1119 (Cobpanue 3axoHonatenbcTBa Poccuiickoit @eneparum, 2012, N 45, ct. 6257).

Mepsl 110 00ecredeHr0 0e301aCHOCTH MePCOHATIBHBIX JaHHBIX MPUHUMAIOTCS ISl 3aIIUThl IEPCOHAIBHBIX JaHHBIX OT
HEMpPaBOMEPHOTO WM CJIy4ailHOro JocTyna K HHM, YHHYTOXEHHS, HW3MCHEHHs, OJIOKMPOBaHMS, KOIMHPOBAHMS,
MPE/IOCTABJICHHs, PACIIPOCTPAHEHUSI TIEPCOHAIBHBIX JAHHBIX, & TAK)Ke OT MHBIX HENPAaBOMEPHBIX JCHCTBUI B OTHOILIEHUH
MIepCOHAJIBHBIX JaHHBIX.
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B HacrosiieM JOKYMEHTE HE pacCMaTpUBAIOTCS BOMPOCHI ofecredeHus Oe30MacHOCTH MEepCOHAJbHBIX JAHHBIX,
OTHECEHHBIX B YCTaHOBJICHHOM IOPSJIKE K CBEICHHSIM, COCTABIISIOIINM FOCYAapPCTBEHHYIO TalHY, a TAK)KE MEpbl, CBSI3aHHbIC C
MIPUMEHEHHEM MIUPPOBATBHBIX (KpUTITOrpaQUUECKUX) CPEACTB 3alTUTHI HHPOPMAITUH.

2. be3onacHOCTh MEPCOHANBHBIX NAaHHBIX MPH MX 00paboTKe B WHPOPMAIMOHHOW CHUCTEME IEePCOHATBHBIX JaHHBIX
(manee - wH(pOPMAIMOHHAS CHUCTEMa) OOCCIIEYMBAET ONEpPATOp WU JIMIO, OCYIIECTBIIIONIEE OOpaOOTKY IMEePCOHATHHBIX
JaHHBIX TI0 MOPYYEHHIO OIIepaToOpa B COOTBETCTBUH C 3aKOHOAATENbCTBOM Poccuiickoit @enepanni.

Jns  BeimonmHeHWst paboT 1o olecrieuyeHHI0 OE30MacHOCTH IMEPCOHANBHBIX JAHHBIX MpH HX 00paboTKe B
nH(pOpMAMOHHON cHUCTEeME B COOTBETCTBHM C 3aKOHOJAATelIbCcTBOM Poccuiickoit depepanuy MOTYT INpHBJIEKaThCd Ha
JIOTOBOPHOW OCHOBE IOPHAMYECKOE JIMIO WIIM WHIUBHIYAIBHBIA NPeAPUHIMATENb, UIMEIOIIIE JIUIEH3HIO Ha AEATEIBHOCTD 10
TEXHHYECKOH 3amnTe KOHQUISHINATLHOH nHpOopMannm.

3. Mepsl mo obecneyeHHIO O€30IACHOCTH IEPCOHANBHBIX JAaHHBIX PEANU3YIOTCS B PaMKaX CHUCTEMBI 3allHUThI
MePCOHAIBHBIX JIAHHBIX, CO3/1aBAEMOW B COOTBETCTBUH ¢ TPeOOBaHUSIMHU K 3alIHUTE MEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe
B MH(OPMAIMOHHBIX CHCTEMaX MEePCOHANBHBIX JAaHHBIX, YTBEP)KIACHHBIMH MOCTaHOBJIeHHeM I[IpaBurtenbctBa Poccuiickoit
Oeneparn ot 1 HOsIOpst 2012 r. N 1119, 1 1omKHBI OBITH HAIIPaBJICHB HA HEHTPATU3AIMIO aKTYalIbHBIX yIpo3 0€30IacHOCTH
MEePCOHATIBHBIX TAHHBIX.

4. Mepbl 1o oOecredeHH0 Oe30MacCHOCTH MNEPCOHANBHBIX [AHHBIX PEATM3YIOTCS B TOM YHCIE TOCPEICTBOM
NpUMeHeHHusT B HH(GOPMAIMOHHOW CHUCTEME CPEICTB 3alUThl HHGOPMAIMH, MPOLICAIINX B YCTAHOBICHHOM MOPSIKE
NPOLIEAYPY OLIEHKH COOTBETCTBHS, B CiIydasX, KOIZa IPUMEHEHHWE TaKuX CPEJCTB HEOOXOAMMO ISl HEeWTpalu3anuu
aKTyaJIbHBIX Yrpo3 0€30M1acHOCTH NEPCOHAIBHBIX JaHHbIX.

Koncynerantlntoc: npumedanue.
Hymepanus myHKTOB aHa B COOTBETCTBHH C O()UIIHAIBEHBIM TEKCTOM JOKYMEHTA.

6. Onenka 3 QeKTHBHOCTH pea30BaHHBIX B PaMKaX CHCTEMBbI 3al[MThl IEPCOHATBHBIX JaHHBIX Mep M0 00eCIeUeHHIO
0€30MacHOCTH TEPCOHANBHBIX JAHHBIX IMPOBOAMTCS ONEPAaTOPOM CaMOCTOATENbHO WM C NPUBJICYEHHEM HA JIOTOBOPHOM
OCHOBE IOPHIUYECKUX JIMIl U MHIUBUAYAIBHBIX MpEANpUHUMATENeH, IMEIONIMX JHIEH3UI0 Ha OCYIECTBICHUE JESITeIbHOCTU
10 TEXHUYECKOH 3alIuTe KOH(PHUACHIMANbHON HHpOpMAIK. YKa3aHHas OLIEHKa IIPOBOANTCS HE PeXe OHOTO pasa B 3 roja.

7. Mepsl mo obecnedeHHIO O0€30IMaCHOCTH MEPCOHANBHBIX MAaHHBIX TNPH HX 00paboTke B TOCYJapCTBEHHBIX
nH(GOPMAIMOHHBIX CHCTEMaxX NPHHUMAIOTCS B COOTBETCTBHM C TpeOOBAaHMAMH O 3amiuTe MH(POPMAINH, COAEPXKAILICHCs B
TOCyJapCTBCHHBIX WH(pOPMAIMOHHBIX cucTeMaX, ycraHaBiuBaeMbiMH DCTOK Poccum B mpemenax CBOMX MOJHOMOYHHA B
COOTBETCTBUH C dYacThlo 5 crateu 16 @DenmepanmpHOoro 3akoHa or 27 wmroms 2006 r. N 149-©3 "O6 wundopmarmm,
WHPOPMALMOHHBIX TEXHOJOTHX U 0 3amure nHpopmanmu" (Cobpanne 3akoHOmaTenscTBa Poccuiickort denepannu, 2006, N
31, cT. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, cT. 4328).

II. CoctaB u cogepxanue Mep 1Mo 00ecreueHn o0 Oe30MacHOCTH
MEPCOHAIIBHBIX JaHHBIX

8. B cocraB mep mo obecrieueHH0 0€30I1aCHOCTH MEPCOHAIBHBIX JIAHHBIX, PEATM3YeMbIX B PAMKaX CHCTEMBbI 3aIUTHI
MEPCOHATBHBIX JIaHHBIX C YYETOM aKTyaIbHBIX Yrpo3 O€30MacHOCTH MEPCOHANBHBIX JAaHHBIX W IPUMEHSEMbIX
nH(pOPMAMOHHBIX TEXHOJIOTUH, BXOJAT:

UeHTUHUKALUS 1 ayTeHTH(HUKAINSA CyObEKTOB A0CTYIIa U OOBEKTOB JIOCTYIIA;

YIIpaBJIEHUE JOCTYIIOM CYOBEKTOB JJOCTYIA K 0OBEKTaM JIOCTYIIA;

OTpaHWYEHNE IPOrPaMMHOH Cpelbl;

3alMTa MAlIMHHBIX HOCHTeNel MH(OPMAIH, HA KOTOPBIX XpaHATCs U (Win) 00pabaThiBalOTCs MEPCOHANIBHBIC TaHHbIC
(anee - MalIMHHBIE HOCUTEJH TIEPCOHAIBHBIX JaHHBIX);

peructpanus cCoobITHI 6€30MacHOCTH;

AHTUBUPYCHAS 3allUTa;

obHapyxeHue (IpeIoTBpaleHIe) BTOPKEHU;

KOHTPOJIb (aHAIM3) 3aIUIIIEHHOCTH MEPCOHATBHBIX TaHHBIX;

obecrieueHne NeJIOCTHOCTH HH(POPMAITHOHHON CHCTEMBI M IEPCOHAIBHBIX JaHHBIX;

obecrieueHne TOCTYTHOCTH NIePCOHATBHBIX JTaHHBIX;

3aIlIMTa CpeJibl BUPTYalH3alniy;

3aIlIMTa TEXHUIECKUX CPEJICTB;

3aImmnTa HHOOPMALMOHHOM CHCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H M Nepe/lauyl JJaHHBIX;

BBISIBJICHHE MHIM/ICHTOB (OJJHOTO COOBITHS MIJIM I'PYIIIBI COOBITHIA), KOTOPBIE MOTYT IPHBECTH K COOSIM MIIM HApYLICHUIO
(YHKIMOHUPOBAHUS WH(GOPMAIIMOHHON CcHCTeMBbI M (WJIM) K BOHHKHOBEHHIO yrpo3 0€30MacHOCTH HEPCOHANBHBIX JaHHBIX
(manee - MHIMACHTHI), U pearuipoBaHKe Ha HUX;

yrpasieHnue koHdurypanueit nHGOPMALMOHHO CHCTEMBI U CUCTEMbI 3aIUTHI IEPCOHANBHBIX AaHHbIX.

CocrtaB u cojepkaHue Mep Mo obecrneueHno 0e30MacHOCTH NePCOHANBHBIX JaHHBIX, HEOOXOAUMBIX ISl 00eCTIeYeHIS
Ka)XJIOT0 U3 YPOBHEH 3alMIICHHOCTH IEPCOHAIBHBIX IaHHbBIX, IPUBEACHBI B IPUIIOKEHUN K HACTOSIIEMY JOKYMEHTY.

8.1. Meps! o uaeHTH(UKANA U ayTeHTH(PHUKAINN CYOBEKTOB 0CTyNa U OOBEKTOB JAOCTYMA JOJKHBI 00€CIeunBaTh
NIPUCBOCHNE CYOBEKTaM M OOBEKTAM JOCTyNa YHHUKAJIBHOTO IpU3HaKa (MAEHTH(HUKATOpa), CPaBHEHHE NPEIbSIBISIEMOTO
cyObekTOM (00BEKTOM) jocTyna HICHTH(HKATOpa C MHEepeyHeM MPUCBOCHHBIX HJICHTH(UKATOPOB, a TaKKe IPOBEPKY
MIPUHAUIC)KHOCTH CYOBEKTY (OOBEKTY) AOCTYIIA MPEIbABICHHOTO UM HAECHTH(UKAaTOpa (TI0OATBEP)KACHUE OAIMHHOCTH).

8.2. Mepbl 10 ynpaBJeHHUIO JIOCTYIOM CyOBEKTOB JOCTyNa K 00bEeKTaM JOCTYNa JOJDKHBI 0OECIeunBaTh yNpaBJeHUE
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MIpaBaMy U MPUBMIETHSIMU CyOBEKTOB JOCTYMA, pa3rpaHUUEHHE JOCTyNa CyObEeKTOB JOCTyNa K 0OBEKTaM JOCTyIa Ha OCHOBE
COBOKYIHOCTH YCTAHOBJICHHBIX B HMH(OPMAIMOHHOW CHCTEME IPaBWJI PAa3TPAaHWYCHUs OCTyHa, a TaKkKe O00ecrnednBaTh
KOHTPOJIb 33 COOJIOICHUEM THX IIPABUIL.

8.3. Mepsl MO0 OTrpaHUYEHHIO TMPOTPAMMHON CpEIbl MOJHKHBI O0ECrednBaTh YCTAaHOBKY W (WUIM) 3amyCK TOJBKO
Pa3pEMIEHHOTO K HCII0JIb30BAHUIO B MH()OPMALMOHHON CHCTEME IPOrPaMMHOTO O00ECHEYEHHUS MIIH MCKII0YaTh BO3MOKHOCTh
YCTaHOBKH M (MJIM) 3aIyCKa 3aIPEIIEHHOI0 K HCII0JIb30BaHUIO B MHYOPMALIMOHHOM CHCTEME IIPOIPaMMHOT0 00eCIICUCHHSI.

8.4. Mepbl 110 3alIMTe MAIIMHHBIX HOCHUTEJICH NMEPCOHANBHBIX AaHHBIX (CPENCTB 00PaOOTKH (XpaHEHHs) NepCOHATBHBIX
JaHHBIX, CBHEMHBIX  MAIIMHHBIX  HOCHUTEJEd  IMEpPCOHANBHBIX  JAHHBIX) JOJDKHBl ~ HMCKJIIOYaTh  BO3MOXHOCTh
HECaHKIIMOHUPOBAHHOTO JIOCTYNa K MAalIMHHBIM HOCHUTEISIM M XPaHSAIIMMCS Ha HHUX IEPCOHAIBHBIM JIAaHHBIM, a TaKKe
HECaHKIIMOHUPOBAHHOE HCIIOJIb30BAHUE ChEMHBIX MAIIMHHBIX HOCUTENEH NMepCOHANIBHBIX TaHHBIX.

8.5. Mepbl 1Mo perucTpanyy CoOBITHI 0E30IacHOCTH JOJDKHBI oOecrieuyuBaTh cOOp, 3amKCh, XpaHEHHE U 3alIUTy
nHPOPMAIUK O COOBITHSIX 0E30MacHOCTH B WH(POPMAIMOHHOW CHCTEME, a TakKe BO3MOXKHOCTH TPOCMOTpPAa W aHAIH3a
nH(pOopMannH 0 TaKNX COOBITHAX U PEarnpOBaHNE HAa HUX.

8.6. Mepbl 1O aHTHUBUPYCHOW 3amiuTe MJODKHBI oOecrednBaTh OOHAapyKeHHEe B WH(POPMAIMOHHOW CHCTEME
KOMITBIOTEPHBIX IPOrpaMM JHOO HMHOW KOMIBIOTEPHOM HH(GOpPMAINM, NpPEAHA3HAYEHHOH Ui HECAaHKIMOHHUPOBAHHOTO
YHHYTOXCHUS, ONOKHPOBaHUS, MOAU(UKAINK, KONMHMPOBAHUS KOMIIBIOTEPHOH WMH(OpMAIMM WIN HEHTpaIM3allid CPEACTB
3aIuThl HHPOPMAIIHH, a TAKXKE pearnpoBaHNuEe Ha OOHApYyKEHUE ITHX MPOorpaMM U nHpopmanuu.

8.7. Mepbl o oOHapyxeHHIO (TIPEJOTBPAICHUIO) BTOPKEHUI IOJDKHBI oOecreunBaTh OOHapyKeHHe HEeHCTBHH B
nH(pOpMaMOHHON cucTeMe, HallpaBJIEHHBIX Ha HECAHKI[MOHWPOBAHHBIN JOCTYN K MH(MOPMAINH, CIICIHAIbHBIE BO3ICHCTBUS
Ha MHMOPMALMOHHYIO CHCTEMY M (WJIM) IEPCOHANbHBIE JaHHBIE B LENSAX JOOBIBAHMS, YHUUYTOKEHHS, HCKaKCHUS U
OJIOKMPOBAHUS AOCTYTIA K IIEPCOHATBHBIM JIaHHBIM, a TAK)KE PearnpoBaHUE HA OTU JCHCTBUSL.

8.8. Mepbl 110 KOHTPOITIO (aHAIKM3Y) 3alMIICHHOCTH MEPCOHATBHBIX TaHHBIX JOJKHBI 00CCIICUUBATh KOHTPOJIb YPOBHS
3alIMINEHHOCTH TIEPCOHAIBHBIX JAaHHBIX, 00pabaThiBacMbIX B HMH(POPMAIMOHHOW CHCTEME, IIyTeM MpPOBEICHUS
CHCTEMAaTHYECKHX MEpPONPHATHH 1O aHaIM3y 3allUIIeHHOCTH WH()OpPMAIMOHHONH CHUCTEMBI ¥  TECTHPOBAHHIO
paboTOCIIOCOOHOCTH CHCTEMBI 3aIIUTHI IEPCOHATBHBIX JaHHBIX.

8.9. Mepsl 1o 0OECICUCHHIO IENOCTHOCTH HH(GOPMAIMOHHOW CHCTEMBI M TIEPCOHANBHBIX MJAHHBIX OJDKHBI
obecrieunBaTh OOHapykeHHE (PAKTOB HECAHKIIMOHMPOBAHHOTO HApPYLICHUS LEJIOCTHOCTH HMH(MOPMAIMOHHOW CHCTEMBI H
COJCpIKAIXCSI B HEW IEPCOHANBHBIX MAHHBIX, a TAKXKE BO3MOXKHOCTh BOCCTAHOBJCHHS HMH(OPMAIIOHHOW CHUCTEMBI U
COACPIKAIUXCA B HEN NEPCOHATIBHBIX JaHHBIX.

8.10. Mepbl Mo 00ECICUCHHIO TOCTYIMHOCTH TIePCOHATBHBIX JaHHBIX JOJDKHBI 00CCIICUNBATh aBTOPU30BAHHBIN JOCTYII
MOJIb30BaTENICH, UMCIOIIUX MpaBa MO JOCTYIY, K MEPCOHAIBHBIM JaHHBIM, COACPIKAIIUMCS B MHGOPMAIIMOHHOHN cucTeMe, B
LITaTHOM peXXuMe GyHKIIMOHUPOBAaHUS HHPOPMAIIMOHHOI CUCTEMBI.

8.11. Mepsl 10 3amuTe Cpeabl BUPTyaTu3alluu TOJDKHBI UCKIIOYATh HECAHKIIMOHUPOBAHHBIN JTOCTYI K MEPCOHAIBHBIM
JaHHBIM, 00pabaThIBAEMbIM B BHPTYaJbHOH WMH(PACTPYKType, U K KOMIIOHEHTaM BUPTYAJIbHOH HMH(PPACTPyKTypbl W (W)
BO3/eiicTBE HA HUX, B TOM YHCJIE€ K CPEICTBaM YINPABJICHHUs BHPTYaJbHOW HHQPACTPYKTYPOH, MOHHUTOPY BHPTYaJIbHBIX
MalyH (THIIEPBU30PY), CHCTEME XPAHEHUS JaHHBIX (BKIIOYAs CHCTEMY XpaHEHHS 00pa3oB BHPTYadbHOW MH(PACTPYKTYPHI),
CeTH Iiepe/laud MAaHHBIX Yepe3 BJIEeMEHTHl BHPTYaJbHOW WM (pu3mdeckoll MHQPACTPYKTYpHl, TOCTEBBIM OINEPAlMOHHBIM
cUcTeMaM, BUPTYaJIbHBIM MamiMHaM (KOHTEHHEpaM), CHCTEME W CeTH peIUIMKAlMH, TEePMHHAIBHBIM W BHPTYaIbHBIM
yCTpoicTBaM, a TakKe CUCTEME PE3ePBHOTO KONMPOBAHMS M CO3[aBAEMbIM €I0 KOTIHSIM.

8.12. MepslI 10 3aIUTe TEXHUYECKUX CPEICTB JIOJDKHBI HCKITIOYAaTh HECAHKIIMOHUPOBAHHBIN TOCTYH K CTallMOHAPHBIM
TEXHUYCCKUM CpE€ACTBaAM, O6pa6aTLIBaIOHH/IM TNIEPCOHATIBHBIC JaHHBIC, CPEACTBAM, O6eCHe‘{I/IBaIOIJ_II/IM q)yHKL[I/IOHI/IpOBaHI/Ie
nHpopManMoOHHON cHcTeMbl (nasiee - cpencTBa obOecredyeHus: (YHKIMOHMPOBAHUS), U B IOMEIICHHUS, B KOTOPHIX OHHU
TIOCTOAHHO PACIIOJIOXKECHBI, 3aAIMUTY TEXHUYECKUX CPEACTB OT BHCITHUX BOSﬂeﬁCTBHﬁ, a TaKXKE 3allIUTy NEPCOHATIbHBIX NAHHBIX,
MIPEJCTAaBICHHBIX B BU/E MH()OPMATUBHBIX 3JIEKTPUUECKHUX CUTHAIOB U (PU3NIECKUX TTOJICH.

8.13. Mepsl 1mo 3amuTe HH(GOPMAIMOHHONH CHUCTEMBI, €€ CpPEACTB, CUCTEM CBSI3M U IEpPeIadyd IAaHHBIX JTOJIKHBI
oOecrieunBaTh 3alUTy IEPCOHAIBHBIX JAHHBIX IIPH B3aUMOJCHCTBHM HH()OPMAIMOHHOM CHCTEMbl WM €€ OTIEIBbHBIX
CETMEHTOB C MHBIMH MH()OPMALMOHHBIMU CHCTEMaMH M MH(OPMannOHHO-TEIEKOMMYHHUKAIIMOHHBIMU CETSIMU ITOCPEICTBOM
NIPUMEHEHNSI APXHUTEKTyphl HH(POPMANMOHHON CHCTEMBI M MPOEKTHBIX pELICHUH, HalpaBIeHHBIX Ha o0ecredeHne
0€3011aCHOCTH NEPCOHABHBIX JITaHHBIX.

8.14. Mepsl 1O BBIBICHHIO HWHIHMICHTOB M pPEAarHpoBaHMIO Ha HHUX JOJDKHBI oOecneynBaTh OOHapyXKeHHe,
UACHTH(HUKALNIO, aHAJM3 WHIUACHTOB B HWH()OPMAIMOHHOW CHCTEMe, a Takke NPHHATHE Mep II0 YCTPaHEHHIO |
NIPENYNPEKAECHUIO HHIIUICHTOB.

8.15. Mepsl o ynpaBieHU0 KOH(UTYparreil THPOPMAITMOHHOW CUCTEMBI U CHCTEMBI 3alTUTHI TEPCOHATBHBIX JaHHBIX
JOJI’KHBI o0ecreunBaTh YIpaBJI€HUE HU3MCHCHUAMU KOH(bHpraHHPI I/IH(pOpMaLII/IOHHOI\/'I CHUCTEMBI MW CHUCTEMBI 3alIUThI
NIEPCOHAJIBHBIX JaHHBIX, aHAJIU3 IMOTCHIIMAJIBHOTO BOS]ICﬁCTBPIﬂ IIJIaHUPYEMBIX M3MEHEHNH Ha oOecrnedyeHre 0€30IacHOCTH
TIEPCOHAJIBHBIX JAHHBIX, 4 TAKKEC JOKYMCHTHPOBAHUEC DTUX W3MEHEHUM.

9. Be1bop Mep 1o obecrieueHno 6€30IacHOCTH TEPCOHANBHBIX TaHHBIX, TOUICKAIIIX pPealn3aliui B HH(POPMaImOHHON
CHCTEME B paMKaxX CHCTEMBI 3aIUTHI IEPCOHABHBIX JIAHHBIX, BKIIIOYAET:

ornpezenenue 6azoBoro Habopa Mep 1Mo 0oOecredeHHr0 Oe30NacHOCTH NEPCOHANBHBIX JaHHBIX JUIS yCTaHOBICHHOTO
YPOBHSI 3aIIUILIEHHOCTH ITEPCOHAIBHBIX JAaHHBIX B COOTBETCTBHHU C 0a30BBIMH HAOOpaMy Mep 1o 00ecredeHuio 0e30MacHOCTH
MIEPCOHAJIBHBIX JAHHBIX, IPUBEACHHBIMU B TIPHIOKEHUN K HACTOSIIEMY JOKYMEHTY;

ajanranuio 0a3oBoro Habopa Mep N0 OO0eCHeYeHHIO Oe30MacHOCTH IIEPCOHANBHBIX JaHHBIX C  Y4EeTOM
CTPYKTYPHO-(DYHKITHOHAFHBIX XapaKTEPUCTUK WH(POPMAIMOHHON CHCTEMBI, HHPOPMALMOHHBIX TEXHOJOTHH, 0COOEHHOCTEH
(yHKIMOHUPOBAHUS MH(MOPMAIIMOHHON CHCTEMBI (B TOM YHCIE HCKIIOYeHHE M3 0a30BOro Habopa Mep, HEeIOCPEACTBEHHO
CBS3aHHBIX C I/IH(bOpMaHI/IOHHBIMI/I TCXHOJIOTUAMMU, HE HCIOJIB3yEMBbIMU B HH(bOpMaL[HOHHOﬁ CHCTEMCE, HIIN



CTPYKTYPHO-()yHKIIMOHATIBHBIMHU XapaKTEPUCTUKAMH, HE CBOMCTBEHHBIMU HH(POPMAIIMOHHOHN CHCTEME);

YTOYHEHHE aIallTHPOBAHHOTO 0a30BOro Habopa Mep 1Mo 00ecIeYeHHI0 OE30IMaCHOCTH EPCOHABHBIX JTAHHBIX C YIETOM
HE BBIOPAHHBIX PaHEE Mep, IPUBEICHHBIX B MPHUIOKEHUN K HACTOAIIEMY JOKYMEHTY, B PE3y/IbTaTe 4ero ONpeAesIIOTCS MEpPhI
o obecneyeHnIo O€30MaCHOCTH IEPCOHANBHBIX [AHHBIX, HAINPaBICHHbIC HAa HEUTPalIM3alMI0 BCEX AaKTyalbHBIX YIpo3
0€301acHOCTH NEPCOHANBHBIX JaHHBIX IJIs1 KOHKPETHOW HH()OPMALMOHHONW CHCTEMBI;

JIOTIOJIHEHWE YTOYHEHHOTO aJalTHPOBaHHOrO 0a3oBoro Habopa Mep Mo oOecneyeHHIo 0e30MacHOCTH IEePCOHAIBHBIX
JaHHBIX MepaMH, 00eCreurBaIOIMHU BHITOJHEHHE TPEOOBAaHNH K 3alUTe NEPCOHAIBHBIX JaHHBIX, YCTAHOBICHHBIMH HHBIMU
HOPMaTHBHBIMH IIPABOBBIMHU aKTaMH B 00J1aCTH oOecneyeHns: 0€30MacHOCTH NEPCOHATIBHBIX JaHHBIX M 3aIIUThl HHPOPMAIHH.

10. Ilpn HEBO3MOKHOCTH TEXHHYECKOM pealn3allii OTIEIbHBIX BBIOPAHHBIX Mep M0 00ecHeYeHuIo 0e301macHOCTH
NIEpCOHAJIBHBIX JTAaHHBIX, @ TAK)KE C YYETOM SKOHOMUYECKOH 11e71eco00pa3HOCTH Ha dTanax ajanTanud 0a30Boro Habopa Mep 1
(M) YTOYHEHHWS aJanTHpPOBaHHOIO 0a3oBoro Habopa Mep MOTYT pa3padaThiBaThCsi HMHbIE (KOMIECHCHPYIOIINE) MEpHI,
HaNpaBJICHHBIC HA HEUTPAIN3AIMIO aKTYalIbHBIX YTPO3 0€301IaCHOCTH MEPCOHATIBHBIX JAHHBIX.

B sToM ciydae B xozme pa3pabOTKN CHCTEMBI 3aLIUTHI IEPCOHANBHBIX JAHHBIX JOJDKHO OBITH MPOBEIEHO 0OOCHOBAaHME
MIPUMEHEHHSI KOMIICHCHPYIOIINX MEp IJIs 00ecTIedeH s 6€30IT1acHOCTH NEPCOHAIBHBIX TaHHBIX.

11. B cmyuae ompeneneHus B COOTBETCTBHH ¢ TpeOoBaHMAMH K 3allUTe IEPCOHANBHBIX IMPH MX 00paboTKe B
nH(GOPMAIMOHHBIX CHUCTEMax IEPCOHANBHBIX HAaHHBIX, YTBEPXKICHHBIMH MOcTaHOBIeHHEM [IpaButenscTBa Poccmiickoit
Oeneparn ot 1 HOsIOps 2012 . N 1119, B KauecTBe aKTyaJlbHBIX YTpo3 0€30MaCHOCTH MEPCOHANBHBIX NAaHHBIX |-To M 2-TO
THUIIOB JIOTIOJTHUTENIHHO K MEPaM 110 00eCIeYeHUI0 0e30IaCHOCTH NEPCOHAIbHbIX JIaHHBIX, YKa3aHHBIM B ITyHKTE 8 HACTOSIIETO
JOKyMEHTa, MOT'YT IIPUMEHSATHCS CIEYIOIINE MEPBIL:

MpOBEpKa CUCTEMHOTO | (MJIN) MPUKIAIHOTO IPOrPaMMHOTO 00eCIIeYeH s, BKJIIOYasi IPOrPaMMHBIH KOJI, HAa OTCYTCTBHE
HEJICKJIapUPOBAHHBIX BO3MOXKHOCTEH C MCIOJIb30BAHUEM aBTOMAaTH3UPOBAHHBIX CPEACTB M (Min) 0e3 UCTIOIb30BaHUS TAKOBBIX;

TeCTUpOBaHHE MH(OPMAITMOHHON CUCTEMBI HA IPOHUKHOBEHUS;

UCIIONIb30BaHUE B HMH()OPMALMOHHOM CHCTEME CHCTEMHOTO W (WMJIM) TPHKIAJHOTO INPOrPaMMHOTO OOECIedeHHs,
pa3pabOTaHHOTO C NUCTIOJIL30BAHIEM METOOB 3AIIHUIIIEHHOTO POTrPAMMHPOBAHHS.

12. TexHUYECKHE MEpPHI 3alUTHl IIEPCOHAIBHBIX JAHHBIX PEATM3YIOTCS MOCPEIACTBOM IPHMEHEHUS CPEACTB 3aIINUTHI
nHpopManuy, B TOM YHCIIE NMPOTPAMMHBIX (IPOrpaMMHO-AIIIAPaTHBIX) CPEICTB, B KOTOPHIX OHM PEaTM30BaHBI, MMEIOIINX
HE0O0XOIUMBIC PYHKINH OE30TTaCHOCTH.

IIpn wucnone3oBaHMM B HMH(MOPMALMOHHBIX CHCTEMaxX CEPTH(UIMPOBAHHBIX II0 TPEOOBAaHMAM OE30IACHOCTH
nHpopManuK CPEACTB 3aUTHl HHPOPMALHH:

B MH(OPMALMOHHBIX CHCTeMax | ypOBHS 3alMIICHHOCTH MEPCOHAJBHBIX NaHHBIX MPUMEHSIOTCS CPEACTBA 3alIUTHI
nHpopmanuu He HUXKe 4 Kilacca, a TaKkkKe CPEJICTBA BBIYNCIUTEIbHON TEXHUKH HE HIDKE 5 Kilacca;

B MH(OPMALMOHHBIX CHCTEMaxX 2 YpPOBHS 3alUIICHHOCTH MEPCOHAJBHBIX NAHHBIX MPUMEHSIOTCS CPEACTBA 3alIUThI
nHpopManuy He HUXKe S Kilacca, a TaKkke CPEeCTBA BHIUUCIUTENLHON TEXHUKH HE HIDKE 5 Kiacca;

B MH(OPMALMOHHBIX CHCTEMax 3 YpPOBHS 3alUIICHHOCTH IMEPCOHAJBHBIX JIAaHHBIX MPHUMEHSIOTCS CPEACTBA 3allUThI
nH(opmanuu He HIKE 6 Kilacca, a TAKKe CPECTBA BRIYUCIUTEIFHON TEXHUKH HE HIDKE 5 Kiacca;

B MH()OPMALMOHHEIX CHCTEMax 4 ypOBHS 3alMIICHHOCTH MEPCOHAIBHBIX NAHHBIX NPUMEHSIOTCS CPEACTBA 3AIIUTHI
nHpopmanuy He HIKE 6 Kilacca, a TAKKe CPEJCTBA BHIYMCIUTEIFHOM TEXHUKH HE HIKE 6 Kiacca.

Kraccsl 3amunThl onpeAesstoTesi B COOTBETCTBUH ¢ HOPMAaTHBHBIMU TIPABOBBIMH aKTaMH, U3/1aHHBIMU B COOTBETCTBHUH C
moxnyHkrom 13.1 myskra 8 Ilomokenus o DepepampHOH CiIy’)kOe MO TEXHHYECKOMY W HSKCIOPTHOMY KOHTPOIIIO,
yTBepxkaeHHoro Yka3oMm Ipesunenra Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. N 1085.

Ilpu wucnonb3oBaHuKM B HMHMOOPMALMOHHBIX CHCTEMax CPEICTB 3allUThl HHGOPMAaLKH, CEPTHOUIMPOBAHHBIX I10
TpeOoBaHUsIM 0e30MacHOCTH HH(OpPMAlMK, YKa3aHHbIE CPENCTBA JOJDKHBI OBITh CepTH(GUIMPOBAHBI HA COOTBETCTBHE
00s13aTeNbHBIM TPEOOBaHUSIM 10 0€30MacHOCTH MH()OpPMALUK, YCTAaHOBJIEHHBIM HOPMATHBHBIMH NPABOBBIMH aKTaMH, HIIH
TpeOOBaHUAM, YKA3aHHBIM B TEXHUYECKHX YCIOBHAX (3aJaHUAX MO OE30MIaCHOCTH).

OyHKuMU 6€30IaCHOCTH CPEJCTB 3alUThl MHGOPMAIMK JIOJDKHBI 00eCreunBaTh BBITIOJIHEHHE Mep 10 00ecreueHHIo
0€3011acCHOCTH NEPCOHANBHBIX JTAaHHBIX, COAEPXKAIINXCS B HACTOSIIEM JIOKYMEHTE.

Jns obecrieuennss 1 m 2 ypoBHEH 3aIMIIEHHOCTH MEPCOHANBHBIX JAHHBIX, a TaKkke sl obOecrieueHHs 3 ypOBHS
3aIIMIIEHHOCTH NEPCOHANBHBIX JaHHBIX B MH(GOPMAIIMOHHBIX CHCTEMAX, /Ul KOTOPHIX K aKTyalbHBIM OTHECEHBI YTPO3bl 2-TO
THUIA, TPUMEHSIOTCS CepTU(HUINPOBAHHBIE CPEACTBA 3AIIMTHI WHPOPMAIWH, IPOrpaMMHOE oOecredeHHe KOTOPBIX IPOIIIO
MIPOBEPKY HE HIKE UeM 110 4 YPOBHIO KOHTPOJISI OTCYTCTBHS HEJEKJIapUPOBAHHBIX BO3MOXKHOCTEH.

(. 12 B pen. [Ipukaza ®CTIK Poccun ot 23.03.2017 N 49)

13. Tlpu wucnonb3oBaHMUM B WH(OOPMALMOHHBIX CHCTEMaX HOBBIX HH(MOPMAI[MOHHBIX TEXHOJOIMH M BBUIBICHUU
JIOTIOJTHUTENBHBIX YTPo3 OE30MIaCHOCTH MEPCOHANBHBIX MAHHBIX, JJIS KOTOPBIX HE OIpENeNeHBl MEphl O0ECIIeYeHUs WX
0€30IacHOCTH, JTOJDKHBI Pa3pabaThIBaTHCSI KOMIIEHCHPYIOIINE MEPhI B COOTBETCTBUH € ITyHKTOM |0 HACTOAIIETO JOKYMEHTA.

IIpunoxenune

k CocTaBy M cosiepKaHUIO
OPTaHM3AI[OHHBIX U TEXHUYECKHUX
Mep 1Mo o0ecTieueHuI0 Oe30MacHOCTH
TNIEPCOHAIBHBIX JAaHHBIX IIPU UX
00paboTke B HH()OPMAITOHHBIX
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CUCTEMAaX NEPCOHATIbHBIX TaHHBIX

COCTAB 1 COJJIEP’KAHUME
MEP I10 OBECITEYEHHMIO BE3OITACHOCTU ITEPCOHAJIBHBIX JJAHHBIX,
HEOBXOJIMMBIX JIJIs1 OBECITIEUEHU S KAXIOI'O U3 YPOBHEN
SAIMUIMEHHOCTU ITEPCOHAJIBHBIX JJAHHBIX

YcnosHOE CopeprxaHue Mep 10 00eCTIeYeHNI0 Oe30MacHOCTH YpoBHH 3aINIIEHHOCTH
0003HaYeHHE U MIEPCOHANIHBIX JaHHBIX MIEPCOHANIBHBIX TaHHBIX
HOMEp Mepbl

4 3 2 1

I. Unentndukanus u ayTeHTUGHUKAIHI CyOBEKTOB ToCcTyma U 00bekToB gocTyna (MAD)

NAD.1 Unentudukanms u ayTeHTH()HUKAIIUSA MOJIb30BAaTENCH, + + + +
SIBIISTFOIIUXCSI paOOTHUKAMH OoTiepaTopa

NAD.2 Unentndukanus u ayTeHTH(UKAIMS YCTPOMCTB, B TOM 4HCIIE + +
CTalMOHAPHBIX, MOOMJIBHBIX U MIOPTATUBHBIX

NAD.3 VYnpaBineHne uACHTHQHUKATOpaMH, B TOM 4HCIE CO3JgaHWe, | + + + +
IIPUCBOCHNE, YHUUTOXKEHHUE UIACHTU(PHKATOPOB

NAD 4 VYnpaBneHue CcpeAcTBaMU ayTeHTH(GUKANWU, B TOM 4Hcie| + + + +
XpaHEeHUe, BbIa4Ya, WHHULIMANW3ALUA, OJOKUPOBAHHE CPEACTB
ayTeHTH(UKAIlMKM W TPUHATHE MEp B Cllydae yTparbl U (WIN)
KOMITPOMETAIINH CPEACTB ayTeHTU(PHUKAIIIH

NAD.5 3amura 0OOpaTHO CBS3W TpH BBOJEC AayTCHTU(UKAITMOHHOW | + + + +
nHpopmanuu

NAD.6 Unentudpukanmms ¥ ayTeHTH(HUKAOUS IIONB30BATEICH, HE + + + +
SIBIISTEOTITMX CST paboTHHKaMHU ormeparopa (BHETTHHX
TT0JIE30BaTEICH )

1I. Ynpasnenue noctynom cyobekToB ocTymna kK oobekram gocrymna (YI11)

VIII.1 VYnpasneHue (3aBeleHUE, AaKTHBAlUs, OJNOKHPOBaHHUE U + + + +
YHUYTOXKCHHAE) YUYETHBIMH 3alliCSAMH II0JIb30BaTelC, B TOM
Yyclie BHENTHKUX I10JIb30BaTeNER

VIIJ.2 Peanuszanms HEOOXOIUMBIX METOJI0B (MMCKpeMOHHBIH, + + + +
MaH/IaTHBIH, POJICBOW HJIM HHOM METOJ), THIIOB (YTCHHUE, 3aIIHCh,
BEITIOJTHEHNE WIIH MHOHM THI) U TIPaBIII pa3rpaHUYEHIS JOCTYTIa

YIIJ.3 VYnpaenenue — (QuiabTpanus, — MaplipyTH3auusi,  KOHTPOJIb | + + + +
COCIMHEHUI1, OJIHOHAINpABJCHHAs Iepefada M HHbIE CIOCOObI
yIpaBJICHUS) UH(OPMALMOHHBIMU MOTOKaMH MEXAY

YCTPOHCTBaMH, CETMEHTaMU MH(GOPMAIMOHHOM CHCTEMBI, a
TaKXke MeXy HHOPMAIMOHHBIMUA CHCTEMaMHU

VIII.4 Paznenenue MIOJIHOMOYHU I (poeit) nonb3oBarenel, |  + + + +
aJIMUHUCTPATOPOB u JIVIL, 00ecTeunBaroIINX
(yHKIMOHHPOBaHUE WHPOPMAIIMOHHOW CUCTEMBI

YIII.5 Hasnayenne MHHUMAaJIbHO HEOOXOAMMBIX NpaB W TPUBWIETHH | + + + +
TI0JIb30BATENSIM, aIMHHUCTPATOPAaM M JIMIaM, 00eCIeYHBAIOIINM
(bYHKIIMOHNpOBaHNE HHPOPMAIMOHHOI CUCTEMBI

YII.6 OrpannyeHne HEYCHEITHBIX MIOTIBITOK BXOJa B| + + + +
nHPOPMALIMOHHYIO CHCTEMY (ZocTyma K HWH()OPMAIMOHHON
CHUCTEME)

YIII.7 IlpenynpexaeHue  moib30BaTeNis MHpU  €ro  BXOoAEe B

nHPOPMALMOHHYIO CHCTEMY O TOM, YTO B HH()OPMAIMOHHOU




CUCTEMC pCaJM30BaHbl MCPBI 1O obecrieyeHn0 0e30MacHOCTH
NEPCOHAJIBHBIX JaHHBIX, U O H€06XOHI/IMOCTI/I COGJ’IIOI[CHI/IH
YCTAaHOBJICHHBIX OIICPATOPOM ITPpABUII 06pa60TKI/I NEPCOHATBHBIX
JaHHBIX

VI8

OnoBenieHue MOJIb30BaTeNsl MOCIE YCHEIIHOTO BXOoJa B
MHQOPMALMOHHYIO CHUCTEMY O €ro NpeAblayIleM BXOAe B
HH(OPMALMOHHYIO CUCTEMY

VIIJL.9

OrpaHnueHne 4YHCIa MapaUIeNbHBIX CEaHCOB JIOCTyHa IS
KaXIO0M YYeTHOW 3alMCH II0NB30BaTeNs WH(POPMAIIMOHHON
CHCTEMBI

VIIJL.10

EHOKP[pOBaHI/Ie ccaHCa J0CTymna B I/IH(IJOpMaHI/IOHHyIO CUCTEMY
TOCJIC YCTAaHOBJICHHOT'O BPEMCHU 663)16171CTBI/[$[ (HeaKTHBHOCTH)
TI0JIB30BATEIIA UITH T10 €T0 3alIpoCy

VIL11

Paspemenue (3ampet) neHCTBUI MOJIb30BaTENIeH, pa3pelIeHHBIX
JI0 UICHTH(DUKAIUY U ayTCHTU(HUKAITUH

VIIL.12

IMomnepxka M coxpaHeHHE aTPUOYTOB OE30MacHOCTH (METOK
0e30IacHOCTH), CBfA3aHHBIX ¢ HH(popManueil B mpomecce ee
XpaHEeHUS U 00paboTKH

VIL13

Peanu3anus 3alIMIEHHOTO YIANEHHOTO OOCTyIa CyOBEKTOB| +
JocTyna K OOBEKTaMm JocTyna qyepes BHEIIIHHE
nH(pOPMALMOHHO-TEIEKOMMYHHKAIUOHHbIE CETH

VIIJI.14

Pernmamenranus u KOHTPOJIb UCIIOJTB30BAHHUS B| +
nHpOpMALMOHHON  cHUCTeME  TEXHOJIOTHH  OecHnpoBOIHOTO
JocTyna

V15

PGFHaMeHTaHI/Iﬂ n KOHTPOJIb HCIIOJIb30BaHUA B +
I/IH(l)OpMaLII/IOHHOI\/'I cHucTeMe MOOMIIBHBIX TEXHUYECKUX CpCACTB

VIIJL16

VYnpaenenue ~— B3auMogelcTBHEM ¢ MHOOPMALUMOHHBIMHU | +
cucTeMamu CTOPOHHUX Opra"u3anui (BHELIHME
nH(pOpMaLMOHHbBIE CHCTEMBI)

VIIL.17

Oo0ecrieueHne 0BEPEHHOH 3arpy3KH CPEACTB BBIYUCIMTEIHLHOM
TEXHUKH

III. Orpanngenue mporpammuoit cpenst (OI1C)

OIIC.1

ViopasieHue — 3amycKom (obpammeHusIMM) KOMIIOHEHTOB
MIPOrPaMMHOTO OOECTeYeHUs, B TOM YHCIE ONpeAeTiCHHe
3alycKaeMbIX KOMITOHEHTOB, HACTpOiika MapaMeTpoB 3amycka
KOMITIOHCHTOB, KOHTPOJIb 3a 3allyCKOM KOMIIOHCHTOB
MIPOTPaMMHOTO 00eCTieueHus

OIlC.2

VYnpaBneHne — ycTaHOBKOH  (MHCTALIALMEH)  KOMIIOHEHTOB
NpOrpaMMHOTO  oOeclieueHnsi, B TOM 4YHCJIE OIpelelieHne
KOMIIOHEHTOB, MOJUIEKANINX YCTAHOBKE, HACTPOHKa MapaMeTpoB
YCTaHOBKM  KOMIIOHEHTOB,  KOHTPOJb 32  YCTaHOBKOHU
KOMIIOHEHTOB NTPOTPaMMHOTO 00eCIeueHHs

OIIC.3

VYcTanoBka (I/IHCTaJ'[J'ISIIII/IH) TOJIBKO Ppa3peuI€eHHOTr 0 K
HCIOJIb30BAHUIO IPOTrPaMMHOTO obecnieueHuss u (I/IJ'II/I) €ro
KOMIIOHCHTOB

OIIC 4

VYnpaBieHne BpeMEHHbBIMH (aillamMu, B TOM YHCJE 3alper,
paspelleHue, NepeHaNpaBiICHue 3alluCd, yNaJeHUE BPEMEHHBIX
¢aiinoB

IV. 3ammTa ManMHEBIX HOCUTENEH epCOHANBHBIX JTaHHBIX (3HI)




3HU.1

Vder MalllMHHBIX HOCHTENIEH NEPCOHATIbHBIX JaHHBIX

3HN.2

YHpaBHeHI/Ie JOCTYIIOM K MAaIIMHHBIM HOCHUTEJIAM ITEPCOHAIBHBIX
JaHHBIX

3HN.3

KOHTpOJ’IL NEPEMCIICHNS MAIlIMHHBIX HOCHUTeNEH NEPCOHAJIbHBIX
JaHHBIX 3a MPCACIIbI KOHTpOJ'IPIpyeMOﬁ 30HBI

3HW.4

Hckmrouenne BO3MOXHOCTH HECaHKIIMOHUPOBAHHOI'O
O3HAKOMJICHHUA C  COACpKAHHUEM  IMCPCOHAJIBHBIX  JaHHBIX,
XpaHAIIUXCA HAa MAIMHHBIX HOCUTCIIAX, U (I/IJ'II/I) HCIIOJIb30BaHUA
HOCHTENEH TMCPCOHAJIBHBIX JaHHBIX B HWHBIX I/IH(IJOpMaIII/IOHHI)IX
CHUCTEMaAX

3HN.5

Kontpons wucnonp3oBaHus wuHTepdeiicoB BBoma (BBIBOAA)
nH(OPMaLUK Ha MAIIMHHBIC HOCUTENU EPCOHANIBHBIX JaHHBIX

3HH.6

Konrpons BBoma (BbIBOZa) wHHGOpPMAlMM Ha MAalIMHHBIC
HOCHUTEJIU IEPCOHAIBHBIX JAHHBIX

3HI.7

KoHTponp noaxiroueHuss MalluHHBIX HOCUTENEH MEPCOHANbHBIX
JIAHHBIX

3HN.8

YHHUYTOXKEHUE (CTHPAHUE) WK 00C3MMYMBAHHE MEPCOHATBHBIX
JAHHBIX HA MAIIMHHBIX HOCHTENSIX NPU HMX TMepefade MEexIy
MOJIb30BATENSIME, B CTOPOHHHE OpPraHHM3allH I PEMOHTA WU
YTHIH3AIHH, a TAKXE KOHTPOJIb YHUUTOXKCHUs (CTHPAHUS) WM
00C3THINBAHUS

V. Peructpanus coosituii 6e3onacuoctu (PCB)

PCb.1

OmnpenencHue COOBITHI 0€e30IaCcHOCTH, MO IJIEKALIIX
perHucTpaluy, U CPOKOB UX XpaHEHUS

PCB.2

Onpez[eneHI/Ie COCTaBa U COACPIKaAHUA I/IH(I)OpMa].[I/II/I 0 COOBITHSIX
6630HaCHOCTI/I, NOAJIC)KAIUX pEeTUCTpANA

PCB.3

CbOop, 3amuch W XpaHeHuWe uHPoOpMaALMU O COOBITHAX
0€3011aCHOCTH B TCYCHUE YCTAHOBJICHHOT'O BPEMEHHU XpaHEHHS

PCb.4

PearmpoBaHne Ha cOOM NpU  PETHCTPALMUd  COOBITHIH
0e30IacHOCTH, B TOM YHCJE AallapaTHble ¥ NPOrpaMMHBIC
omuOKw, cOOM B MeXaHU3MaX cO0pa HHPOPMAIIUH U JOCTHKCHIE
nperena Wid NeperoHeHus 00beMa (EMKOCTH) TaMSATH

PCB.5

MoHuTOpUHT (TIPOCMOTpP, AaHANH3) PE3yIbTATOB PETUCTPAIUU
COOBITHI 6€30MacCHOCTH M pearnpoBaHue Ha HUX

PCB.6

I'eHepupoBaHHe BPEMEHHBIX METOK M (WJIHM) CHHXPOHM3ALUA
CHCTEMHOI'0 BpeMEHH B HH(GOPMAIIMOHHOM cHCTeMe

PCB.7

3amura HHGOPMAITUH O COOBITUSIX OE30MACHOCTH

VI. AatuBupycHas 3anmra (AB3)

AB3.1

Peanmaum{ aHTHBprCHOﬁ 3alIMUThI

AB3.2

O6HoBeHne  0a3pl  MAaHHBIX  I[IPU3HAKOB  BPEIOHOCHBIX
KOMIBIOTEPHBIX IPOTPaMM (BHPYCOB)

VII. O6napyxenne Bropkennii (COB)

COB.1

OO6Hapy>XkeHHe BTOPKEHUI

COB.2

OO0HoBEeHHE 6a3bl PENIAIOIINX TPaBHII




VIII. KouTposp (aHanu3) 3allMIIEHHOCTH epCOHAIbHBIX AaHHbIX (AH3)

AH3.1

BrisBnenue, aHanm3 ysi3BUMOCTEH MHPOPMAITMOHHON CUCTEMBI H
OTIEpPaTHBHOE YCTPAHEHNE BHOBH BEISIBICHHBIX YSI3BUMOCTEH

AH3.2

KoHTpomb ycTaHOBKH OOHOBJICHUIH MPOrPaMMHOTO 00CCIICUCHHUS,
BKIIFOYass OOHOBJICHHEC NPOTPaAMMHOTO OOCCIICUCHHUsS CPEACTB
3aIIUTH HHPOPMALIUH

AH3.3

KonTtpons paboTocrocoOHOCTH, MapaMeTpoB HACTPOWKH U
MIPaBUILHOCTH (YHKIIMOHMPOBaHUS HNpOrPaMMHOTO
obecrieueHHst M CPEACTB 3alIUThl HHPOPMAIIH

AH3.4

KoHTposs cocTaBa TEXHHYECKUX CPEACTB, INPOTrPAMMHOTO
obecrieueHNs U CPEICTB 3aIUTH MH(OpMaIIH

AH3.5

KonTpons npaBu reHepaliviu U CMEHBI apojiel Mojb30BaTeei,
3aBeJICHUA M YAAJeHMd YYeTHBIX 3amuced IoJjb30BaTeseH,
peanu3aluyM IpPaBUI Pa3rPaHUUYCHHUsS [OCTYIA, IIOJTHOMOYMMH
oJIk30BaTeNel B MH(PpOPMAaIMOHHON cucTeMe

IX. ObecneueHne LEIOCTHOCTH HH(POPMAIIMOHHON CUCTEMBI U NIEPCOHATIBHBIX JAHH

bIx (OLJI)

OLUL1

KoHTponb 1eT0CTHOCTH MPOTpaMMHOTO 0OECIEYEHHsI, BKIIIOYas
IIPOTPaMMHOE 00ECIIEYeHUE CPEACTB 3aANUTH HH(OPMAIN

OILJL.2

KoHTpOIb 11€]I0CTHOCTH NEPCOHAIBHBIX JIAHHBIX, COJEPIKAIINXCS
B 0a3ax JIaHHBIX HHPOPMAIIMOHHON CHCTEMBI

OLUL3

ObecriedeHue BO3MOXXHOCTH BOCCTAHOBIICHHSI TPOTPAMMHOTO
obOecrieueHns, BKJIIOYas NPOTPaMMHOE OOECIeUCHHE CpEeACTB
3amTEl  UHQOPMAIUM, TPH BO3HUKHOBEHHWH HEIITATHBIX
cUTyauui

onJ1.4

OOHapyXeHHE W  pearupoBaHHEe Ha  MOCTYIUICHHE B
HH()OPMAIMOHHYIO CHUCTEMY HE3alpaIluBAEMBbIX JJIEKTPOHHBIX
cooOmeHnid (muceM, TOKYMEHTOB) WM HWHOW WH(pOpMAalnuu, HE
OTHOCSIIIUXCSE K (YHKIIMOHUPOBAHHIO  MH(POPMAIIMOHHON
CHCTEMBI (3alMTa OT cllama)

OLUL5

Kontpons coxmepkanus uHPOpPMaLWH, [epeaaBaeMol U3
nHpopMaMOHHOH cHCTeMbl (KOHTEHHEPHBIH, OCHOBaHHBIH Ha
CBOHCTBaxX 00BEKTA AOCTYMA, M (WJIM) KOHTEHTHBIH, OCHOBaHHBIN
Ha TIOMCKE 3alpelleHHOW K Tepenade HWHGOpMALUH C
UCTIONIb30BAHMEM CHUTHATyp, MAacoK M HHBIX METO/OB), H
UCKJIIOYEHHE HENpaBOMEpHOH mepenadn uHpopMmammm U3
nH(pOpMaMOHHO CHCTEMBI

OLUL6

OrpaHuueHye IMpaB MOJIB30BaTeNiel MO BBOAY HMH(pOpMaIuu B
MH(OPMALIMOHHYIO CUCTEMY

OLL7

KoHTpons TOYHOCTH, MOJHOTBI M NPABWIBHOCTU JAaHHBIX,
BBOJAWMBIX B HH(OPMAIIMOHHYIO CHCTEMY

OLUL8

KoHTponp ommO0OYHBIX NEHCTBHN IMOJNB30BaTENe MO BBOAY U
(wmu) mepemade MEPCOHANBHBIX JAHHBIX W MPEIYyNPe:KICHUE
I10JIb30BaTeIel 00 OMMOOYHBIX JIEHCTBUAX

X. OGecnieueHre TOCTYMHOCTH TepcoHabHBIX JaHHbEIX (O T)

OJT.1

Hcnons3oBanue OTKa3OYCT017I‘IPIBI;IX TEXHUYCCKUX CPEIACTB

OJIT.2

PesepBupoBaHne  TEXHHYECKHX  CPEACTB, MPOTPAMMHOIO
obecrieueHns, KaHAJIOB Iepegadyd WHPOPMAIWH, CpEACTB
obecrnieueHns (HyHKINOHUPOBAHHS HH(POPMAIIMOHHON CHCTEMBI




O/T.3

KOHTpOJ’IL 0e30TKa3HOIO (l)yHKIII/IOHI/IpOBaHI/ISI TCXHHUYCCKUX
CpCACTB, 06Hapy)KCHI/I€ u JIOKaJIn3anusa OTKa30B
(l)yHKIII/IOHI/IpOBaHI/IH, MNpUHATUE MEP 1O BOCCTAHOBJICHUIO
OTKa3aBIINX CPEACTB U UX TCCTUPOBAHUC

OJIT 4

HepI/IOIlI/ILIeCKOG PE3CPBHOC KONMMpPOBAaHUE NEPCOHAIBHBIX
JaHHBIX Ha PE3CPBHBLIC MAIIMHHBIC HOCUTCIN TEPCOHAJIbHBIX
JaHHBIX

OJIT.5

ObecnieueHne BO3MOXKHOCTH BOCCTAHOBJICHHS IEPCOHAIBHBIX
JAaHHBIX C PE3EPBHBIX MAIIUHHBIX HOCHUTENEH IEepCOHAIBHBIX
JaHHBIX (PE3epBHBIX KOMHH) B TEUCHHE YCTAHOBIECHHOTO
BPEMEHHOT'O HHTEPBAJIA

XI. 3ammuTa cpensl Buptyanuzanuu (3CB)

3CB.1

Unentudpukamms u ayTeHTUPHKAIHUA CYOBEKTOB IOCTyNa |
00BEKTOB JOCTyNa B BHUPTYalbHOH HH(PACTPYKType, B TOM
quce aJIMUHHCTPATOPOB YIIpaBJICHUS cpeacTBaMu
BUPTYaIN3alUN

3CB.2

VYnpasneHue JOCTYIIOM cyOBEKTOB OCTyNa K 00bEKTaM AOCTyTa
B BHPTyaJIbHOH HH(PACTPyKType, B TOM UHCIE BHYTPHU
BUPTYAJIBHBIX MallHH

3CB.3

Peructpaiust  coObITHii ~ 0€30MaCHOCTH B BHPTYaJbHOU
nHdpacTpykrype

3CB.4

VYnpasnenne — (QuiabTpamys, — MaplIpyTHU3anusi,  KOHTPOJb
COCIMHEHHUS,  OJHOHANpaBJIeHHas  Ieperadya)  IOTOKaMHU
nHpopmanuu MEXTY KOMIIOHEHTaMH BHUPTYaJIbHOH
uH}pacTpyKTypsl, a TaKkKe MO0 TEePUMETPY BUPTYaIbHON

nHppacTpyKTyphI

3CB.5

JloBepeHHast 3arpy3Ka CEpBEpOB BUPTYaJIH3aLlWH, BUPTYaIbHON
MaIlIMHbI (KOHTEHHEPa), CEpBEPOB YIIPABICHHS BUPTyalnu3annueH

3CB.6

VYupasnenue nepeMerieHneM BUPTYAJIbHBIX MalIiH
(xoHTEHHEPOB) U 00padaTHIBACMBIX Ha HUX JaHHBIX

3CB.7

KOHTpOJIb 1EIOCTHOCTH BUPTYaIbHOH HHGPACTPYKTYPHI U €e
KoH(puUrypauui

3CB.8

Pe3epBHOE KONMPOBaHKE JaHHBIX, PE3CPBUPOBAHIE TEXHUIECKUX
CPEZCTB, MIPOTPaMMHOTO obecrieueHus BUPTYAIbHON
nH(PaCTPyKTYpHI, a TaKKe KaHAJIOB CBSA3M BHYTPH BUPTYAIbHON

nH}ppacTpyKTypHI

3CB.9

Peamuzanuss ©  ynpaBlieHME  AHTUBUPYCHOM  3alIMTOM B
BUPTYAJILHON HHPpaACTPYKType

3CB.10

Pazbuenne BupTyanbHOW WMHQPACTPYKTYphl Ha CETMEHTHI
(cerMeHTHpOBaHHWE  BHUPTYAJIbHOM  WHPPACTPYKTYpPBI) IS
00pabOTKM MEePCOHANBHBIX JAHHBIX OTACTBHBIM MOJIH30BAaTEIEM
1 (WIM) TPYIIOH TONb30BaTeNei

XII. 3amura texandeckux cpencts (3TC)

3TC.1

3amura wHQOpMammm, oOpabaThiBaeMON  TEXHHYECKHMH
CPEICTBaMU, OT €€ YTEUKH M0 TEXHHYECKUM KaHajIaM

3TC.2

Opranm3anyss KOHTPOJMPYEMOW 30HBI, B IIpelenax KOTOPOH
MOCTOSTHHO ~ Pa3MENIAl0TCA  CTal[iOHApHBIE  TEXHUYCCKHE
cpencTBa, oOpadaTsiBaOIe MHPOPMAIIUIO, U CPEICTBA 3AIIUTHI
uHpopManum, a TaKKe cpezacTBa obecrieueHus




(YHKIIMOHUPOBaHUS

3TC.3

KonTtpons u ynpasienue Gpu3ndecKuM JOCTYIIOM K TEXHUIECKAM
CpPEeICTBaM, CpEACTBaM 3aIlIUTHl HWH(GOPMAIHNH, CpPEACTBaM
obecnieueHns (YHKIMOHUPOBAHUS, a TaKXKe B TOMEIICHHUS WU
COOPY)KEHHS, B KOTOPBIX OHU YCTAHOBJICHBI, MHCKJIIOYAIOIINE
HECaHKIIMOHUPOBAHHBI (QHU3MYECKU JOCTYHn K CpelncTBam
00paboTkn MH(OpPMALUMH, CPEICTBaM 3alUThl MHOOPMALUH U
cpeactBaM obecrieueHus (yHKIMOHUPOBAHHS HHPOPMAIMOHHON
CUCTEMBl, B IIOMEIICHHS U COOPYXKEHHUS, B KOTOPBIX OHHU
YCTaAHOBJIEHBI

3TC.4

Pasmemenne yctpoiicTB BhIBoma (0TOOpakeHUs) WH(OpPMAIIHH,
UCKJIIOYAlOIIee €€ HECAHKI[HOHUPOBAHHBIH ITPOCMOTP

3TC.5

3ammTa OT BHEIIHUX BO3ICUCTBUH (BO3INCHCTBHUII OKpY’Karomei
cpensl, HECTaOMIIBHOCTH 3JIEKTPOCHAOKEHNS,
KOHIUIIMOHHUPOBAHHS M MHBIX BHEIIHUX (PAKTOPOB)

XIII. 3amuTa HHPOPMAIMOHHOM CUCTEMBI, €€ CPEICTB,
CUCTeM CBsI3U U niepeaaun aanubix (3UC)

3UC.1

Pasnmemenne B uHpOpMammoHHOW cucTeMe (YHKIOHWHA 1O
YIPaBICHUIO (aIMHHUCTPHPOBAHUIO) nH(pOPMATMOHHOH
CHCTEMOH, yNpaBiIeHHIO (AAMHHHUCTPHPOBAHMIO) CHCTEMOH
3alIUTHl MEPCOHAJBHBIX JaHHbIX, (QYHKOMH 10 00paboTke
MEPCOHAJIBHBIX JAaHHBIX M HMHBIX (QYHKOUHA HHPOPMAIMOHHOU
CHUCTEMBI

3UC.2

Hpe,I[OTBpaH.IeHI/IC 3aJCPKKHA HWJINW TPCpbIBaHUA BbIIIOJIHCHUA
IIpoOHEeCCOB € BBICOKUM IMPHOPUTETOM CO CTOPOHBI MPOLCCCOB C
HU3KHUM IIPUOPUTCTOM

3UC.3

ObecriedeHUe 3alUThl MEPCOHATBHBIX JAaHHBIX OT PACKPBITHSA,
MoIuUKAIIMA W HaBSI3BIBaHUS (BBOAA JIOXKHON HMH(OpMAImm)
npu ee mepenaye (MOJArOTOBKE K Iepeaade) Mo KaHalaM CBSI3H,
HMEIOIIUM BBIXOJ 32 MpeJesibl KOHTPOIUPYEMOH 30HBI, B TOM
yuce 6eCpOBOAHBIM KaHAIAM CBA3H

31C.4

OOecrieueHre  JOBEPEHHBIX  KaHalla, Mapupyra  MexXIy
aJIMHHUCTPATOPOM, TIOJIb30BATENIEeM M CPEICTBAMH  3aIIUTHI
uapopmanuu  (QyHKIUIMH OE30MACHOCTH CPEACTB  3aIUTHI
HHPOPMAIINH)

31C.5

3anper  HECAaHKIIMOHUPOBAHHOMW yAaJIeHHOU AKTHUBALUU
BU/IeOKaMep, MUKPO(OHOB U MHBIX NepuepUiiHbIX YCTPOUCTB,
KOTOpBbIE MOTYT aKTHBHUPOBATbCS YIAJICHHO, U OIOBEICHUE
noJib30Baresneil 00 aKTUBAIMU TaKUX YCTPOICTB

3UC.6

Hepezlaqa U KOHTPOJIb HEJIOCTHOCTU anI/I6yTOB 0e30IacHOCTH
(MGTOK 6630HaCHOCTI/I), CBS3aHHBIX C IIEPCOHAJIbHBIMU JIdAHHBIMU,
npu 00MeHe UMHU C UHBIMU I/IH(l)OpMaHI/IOHHLIMI/I CHUCTEMaMU

31C.7

KOHTpOJ’IB CaHKITMOHUPOBAHHOI'O u HUCKJIIFOUCHHC
HECAHKIIMOHUPOBAHHOT'O HCIIOJIb30BaHUA TEXHOJIOTHI
MOOUILHOTO KOoda, B TOM 4YHCIC perucrpanus CO6LITI/II>1,
CBSI3aHHBIX C MCIOJL30BAHHEM TEXHOJIOIHH MOOUIBHOTO Kozaa,
HUX aHaJiu3 M pearnpoBaHWC Ha HAPYUICHUS, CBA3AHHBLIC C
HCIIOIb30BAHUEM TEXHOJIOTH MOOHIIEHOIO KOoga

31C.8

KOHTpOJ’IL CaHKIITMOHUPOBAHHOI'O u HUCKJIFOUCHHC
HECAHKIIMOHUPOBAHHOTO UCIIOJIb30BAHUA TEXHOJIOTUIH nepegayun
peun, B TOM YHCIEC perucrpanusa CO6LITHﬁ, CBsA3aHHBIX C
HCIOJIb30BaHUEM TEXHOJIOTUM nepegayu pevud, MUX aHalu3 U
pearupoBaHue Ha HAPYLICHUs, CBA3AHHLIC C HCIIOJIB30BAHHCM




TEXHOJIOTUH nepegayum peumn

31C.9

Kontponn CaHKIIMOHUPOBAHHOM u HCKJTFOYEHHUE
HECAaHKIIMOHMPOBAHHON Iepenadyd BUACOMH(OPMAIUH, B TOM
YUCJIE PpETHCTpalmsi COOBITHH, CBS3aHHBIX C Mepenadei
BHUICOMH(OPMAIIUH, UX aHAIIU3 U PEardpOBaHUC HA HAPYIICHHUS,
CBsI3aHHBIC C Mepeaaycii BUACOUHPOpMAITUT

31C.10

[oxTBepkIeHNE NPOUCXOXKACHUS HCTOYHUKA HWHMOPMALUH,
NOJly4aeMO B TpOIecCe OIPEIeIeHHs] CETeBBIX aJpecoB IO
CEeTeBbIM MMEHAM WM OIPENETIeHHs CETEBBIX MMEH 110 CETEBBIM
anpecam

3UC.11

OOecrieueHre IOJUIMHHOCTH CETEBBIX COCJMHEHHH (CeaHCOB
B3aMMOJIEHICTBUSA), B TOM YHCIE M 3alUTHl OT IOAMEHBI
CETEBBIX YCTPOWCTB U CEPBUCOB

3UC.12

HcknaroueHne BO3MOXKHOCTH OTpUIIAHHA TIOJIL30BATCICM (baKTa
OTIIPAaBKU MEPCOHAJIBHBIX JaHHBIX APYTOMY I1OJIB30BATEIIO

31C.13

HckmroueHne BO3MOXKHOCTH OTpUILIAHHS TOJIB30BATCIIEM (I)aKTa
TMOJyYCHHUS NEPCOHATIBHBIX JAHHBIX OT APYTOro MmoJb30BaTeIisd

3UC.14

Hcnonb3oBaHue yCTPOMCTB TEPMUHAIBHOTO JAOCTYyNA Ui
00pabOTKK NEPCOHATBHBIX TAHHBIX

3UC.15

3ammTa apXWBHBIX (aiiIoB, MapaMeTpoB HACTPOHKH CPEACTB
3amuThl MHQOPMAIMM U MPOTPAMMHOTO OOECTIeYeHHs U WHBIX
JaHHBIX, HE TOJUIeKAIINX HW3MEHEHHIO B Tporiecce 00paboTKu
MIEPCOHAIBHBIX JAHHBIX

3UC.16

BeisiBnenue, aHanmm3 uW OJIOKMpOBaHME B WH(OPMAIMOHHON
CHCTEME CKpPBITBIX KaHAJIOB Iepenadn uHpopmanmu B 00X0n
peaTM30BaHHBIX MEp WIM BHYTPH pPa3pEUICHHBIX CETEBBIX
IIPOTOKOJIOB

3UC.17

PasOuenne  WH()OPMAIMOHHOW  CHCTEMBI HA  CErMEHTHI
(cermeHnTHpOBaHUE MHPOPMAITMOHHON CHCTEMBI) U oOecrieueHne
3aIUTH IEPUMETPOB CErMEHTOB HH(POPMAITUOHHON CHCTEMBI

3UC.18

OOecrieueHre  3arpy3Kd W HUCIOJHEHUs  IPOrPaAMMHOTO
obecrieueHHsl ¢ MAIIMHHBIX HOCHTEJEH MEepCOHANBHBIX JaHHBIX,
JOCTYIHBIX TOJIBKO JJSl YTEHHS, M KOHTPOJIb LEIOCTHOCTU
JAHHOTO MTPOrPaMMHOTO 00ecHeueHHs

31C.19

W3ossiiusi mporieccoB (BBITOJHEHHE MPOrpaMM) B BBIICICHHOMN
o0JacTH mamMsaTh

31C.20

3ammura  OECIPOBOIHBIX  COCAMHEHUH, IPUMEHSEMBIX B
nHpopMannMoHHoit crucTeme

XIV. BrisiBiieHre HHIIMICHTOB | pearupoBanue Ha Hux (MHILI)

WHIL1

OHpe}leHCHI/Ie JIMII, OTBECTCTBCHHBIX 3a BBIABJIICHUC HHIIUACHTOB U
pearnpoBaHue Ha HUX

WHIL.2

OG6HapyxeHne, WACHTU(HUKAIMS U PETUCTPAIIUS WHITUICHTOB

WHIL3

CBOGBpCMCHHOG I/IH(l)OpMI/IPOBaHI/IC Jiil, OTBCTCTBCHHBIX 3a
BBIABJIICHUEC  HMHIHUIACHTOB U pearupoBaHUEC Ha  HUX, o
BO3HUKHOBCHUMHM HWHIMJICHTOB B PIH(I)OpMaHHOHHOﬁ CHUCTEMC
MOJIL30BATCISIMU U AAMUHUCTPATOPAMU

WHIL.4

Anamms WHIOUJACHTOB, B TOM YHUCJIC ONPEACICHUC NCTOYHUKOB U
NIPpUYUH BO3HUKHOBCHHUA HWHIHUJACHTOB, a TaKXE OICHKAa MHX




MOCIEACTBHI

HHIL.5 IIpunarue mep 1o yCTpaHEHUIO OCIEACTBUM UHITMICHTOB + +

HHII.6 [InaHupoBaHue M MNPHHATHE MepP MO MNPEIOTBPALICHUIO + +
MIOBTOPHOTO BO3HUKHOBEHUS MHIIIEHTOB

XV. Yupasnenne KoHQUTYpanueil HHPOPMAIMOHHOW CUCTEMBI M CHCTEMBI 3aIl[UTHI IEPCOHATBHBIX JaHHBIX (YKO)

YKO®.1 OnpeneneHue 7ML, KOTOPBIM pa3pelieHbl JeHCTBUS IO + + +
BHECEHHIO HW3MEHEHHH B KOH(MUrypaunuio HHPOPMALMOHHON
CHCTEMBI U CHCTEMBI 3aIUTHI TIEPCOHANBHBIX JaHHBIX

YK®.2 VYnpapneHue W3MEHEHHSIMH KOH(UTypauuu HHPOPMaIMOHHON + + +
CHCTEMBI U CUCTEMBI 3aIUTHI [IEPCOHAIBHBIX JaHHBIX

YK®.3 AHanus [IOTEHLUAIILHOTO BO3JEHCTBUSA MJIAaHUPYEMBIX + + +
N3MEHEHHH B KOHQUTryparmuu HHPOPMAIMOHHOW CHCTEMBI H
CHCTEMbI 3allUThl IIEPCOHAIBHBIX IAHHBIX Ha OOECICUCHHE
3aIIMTHl NIEPCOHATBHBIX IAHHBIX M COTIACOBAaHWE M3MEHEHHUH B
KOH(Urypannu HHGPOPMAIIMOHHOW CHCTEMbBI C JIOJDKHOCTHBIM
munoM  (paOOTHUKOM), OTBETCTBEHHBIM 3a  oOecrieueHHe
0€30MMacHOCTH TIEPCOHANBHBIX TAHHBIX

YK®.4 JokymeHTHpOBaHHE WHpOpManuu (IaHHBIX) 00 M3MEHEHHIX B + + +
KOHUTYpauuu HHPOPMALMOHHON CHCTEMBI U CHCTEMBI 3aIlUThI
MIEPCOHANIBHBIX JaHHBIX

"+" - Mepa mo ofecredyeHHIO O€30IACHOCTH IIEPCOHANBHBIX MAHHBIX BKJIIOUYEHa B 0a30BBI Habop Mep Uit
COOTBETCTBYIOILETO YPOBHSI 3AIIUIICHHOCTH IIEPCOHATBHBIX JaHHBIX.

Mepbl 10 00ecriedeHHI0 Oe30MacHOCTH MEePCOHANBHBIX AaHHBIX, HE 00O3HaYeHHbIC 3HAKOM "+, TIPUMEHSIOTCS IpH
amanTanuyd 6a30BOro Habopa Mep M YTOYHCHHM aJalTHPOBAaHHOTO 0a30BOro Habopa Mep, a Takke IpH pa3paboTke
KOMITEHCUPYIOLIUX Mep 110 00ecreyeH 0 0€30IacHOCTH MEPCOHABHBIX TaHHBIX.




